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use(Q1) = {coupon.value, coupon.name}
def(Q2) = {coupon.value}

use(Q1) ∩ def(Q2) = {coupon.value}
   (intersection → interdependence) 
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A Simple Use Case 

1. open url http://www.shop.com/use_coupon.php
2. click on button ‘coupon’
3. click on field id=‘coupon_id’
4. click on button id=’submit’

(user trace)
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Data Analysis
(counting writing queries)
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Data Analysis 
(Interdependent Query Pairs)

rep Exec 1 (Queries,Request)

(Q1, Q2)

(Q1, Q3)

(Q5, Q8)

….
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Conclusion
● First automatic approach on testing and validating guarded race 

conditions in web applications

● Implemented the approach as the tool Raccoon [1]

● Tested Raccoon against 4 different web applications

● Detected 6 Guraded Race Conditions 4 of them novel

[1]: https://github.com/simkoc/raccoon.git
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