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How many accounts are connected to your E-Mail account?



E-Mail Security

Account 
(E-Mail or System)

E-Mail: 
Spam

Commerical E-Mails

Malware E-Mails 
(Phishing) – per 1000 
premium $4.500

E-Mail signature
Spam

ResaleGmail Account ($60)

Facebook Account ($25)

AirBNB (verified $300)

Netflix (1year subsc.) $20)

10 million US E-Mail adresses ($120)

Financial

INB bank account (verified $4.255)

Barclays online banking login ($2.200)
Wells Fargo banking login ( $150)

PayPal account (no balance- $22)

Documents

Forged Documents (Scans: Drivers 
Licens from $140-22) 

Work Documents

Access to Systems ($1.600 per 1000)

Forwarded Work E-Mails

Harvesting

Software License Keys 

Google Docs, OneDrive…

Source: https://www.privacyaffairs.com/
Source: https://krebsonsecurity.com

https://www.privacyaffairs.com/
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Definition of Phishing (Password + Fishing)

Form of address (formal-person)
Reason
Call to action (Must)
Pressure (for ex.: time)
(negativ) consequent of inaction

document (rare)

Link to webpage
co

n
ta

in
s

Steal Data on System 
(contacts, documents, 

different accounts)

Take over System 
(Encryption, Bot Net) 

Loads 
malware to

Steal Login/Finanical
Data via webpages

„Accept“ button to
download malware
(See „Steal Data“)

Tries to

Goal of Phishers:
➢ Sell Data
➢ Financial accounts - steal money
➢ Attack others based on your data
➢ Reputational damage

Structure of Phishing
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Methodes of Phishing (Password + Fishing)

➢ Topics to entice you: 
➢ current news

➢ university project

➢ Quotation from previous E-Mail

➢ Use human nature against us
➢ Respect of authority or trusted people ( Superior, government agency, friends)

➢ Pressure
➢Time: CEO Fraud (financial fraud)

➢ Anxiety/fear: Account closed

➢ Greed: first 50 replies win a price or discount

➢ Automatic action like Button in E-Mail (highlighted: underline or frame )

➢ Curiosity: list of Earnings of celebrity/co-worker



Example
If link was clicked: transfer to 1:1 copy of UHI Login page – only
URL differed

Signs of Phishing mail: pressure=time | mouse over of link 
showed non-UHI domain | e-mail domain non-UHI domain



Example
Signs of Phishing mail: e-mail domain different to correct one
(in signature) | send to user that has nothing to do with billing
-> in this case an attachment (invoice) contained malicious
code
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Understanding E-Mail

➢ E-Mail is like sending a postcard

➢ it is not secure – do not automatically trust its content and

➢ you cannot be sure of sender (unless signed)

➢most attributes can be faked / hidden (sender, links, …)



Understanding E-Mail

➢ Sender address is always trustworthy (?)
➢ NO – unless E-Mail is signed

➢ Example of Signed E-Mails (depend on your e-mail client): 

(please asked your technical support for options to use e-mail signatures)

➢ Example of misleading sender: 
➢„Susan Roesner“

➢ „Susan Roesner“ susan.roesner74@gmail.com

➢ „Susan Roesner – roesner@uni-hildesheim.de“ roesner@googlebooks.com

➢ „Susan Roesner“ roesner@uni-hildeshiem.de

mailto:susan.roesner74@gmail.com
mailto:roesner@uni-hildesheim.de
mailto:roesner@googlebooks.com
mailto:roesner@uni-hildeshiem.de


Understanding E-Mail

➢check E-Mail header or ask

your HelpDesk if suspicious
(under „received“ – in reverse order – you will see from which e-mail server the mail was send

here: e-mail from DELL – so the first e-mail server should be from DELL

here: at the bottom: DKIM Signature – this is new option to ensure that E-Mail server is truly from

DELL – therefor mail can be trusted that origin is DELL)

➢Link to further information:

https://www.uni-hildesheim.de/en/rz/

it-dienste/it-sicherheit/sichere-e-mail/

https://www.uni-hildesheim.de/en/rz/it-dienste/it-sicherheit/sichere-e-mail/
https://www.uni-hildesheim.de/en/rz/it-dienste/it-sicherheit/sichere-e-mail/


Understanding Links

➢ https://uni-hildesheim.de/rz

➢ human nature used against us through pattern
➢https://paypa1.de → substitut l through 1
➢https://vveather.com→ substitut W trough V V
➢https://arnazon.com→ substitut m through ar
➢https://uni-hildesheim.de.rz.de→ remember domain level structure | someone

registered domain not belonging to UHI 
(remember domain name ends at last „.“)

Domain Name = 
name +   (uni-hildesheim | amazon | nytimes…)
.          + 
top Level domain (de | com | org | shop…)

Protocoll =
https 
means
secure

Path to information on a specific
webpage – this is not part of domain
name
!!! domain name always ends at last „.“ + 
top level domain like „.de“ or „.com“ !!!

https://uni-hildesheim.de/rz
https://paypa1.de/
https://vveather.com/
https://arnazon.com/
https://uni-hildesheim.de.rz.de/


How to secure/check an E-Mail

➢ configure your mail client: use TXT instead of HTML (Link in clear
text, hidden formation not working…)

➢ does E-Mail follow typical phishing format (pressure, negativ 
consequent, link or attachment)
➢ I do not mean: 3 week deadline

➢ I do not mean: link when requested, or known project…)

➢ ask yourself:
➢ is the topic relevant to you (are you working on referenced project, do you

expect a package, are you custommer of service…)

➢ is the e-mail sender valid



How to secure/check an E-Mail

➢ if suspicious do
➢ check link (mouse over)

➢ if you are not sure of link: 
➢check certificate of webpage

➢ never click on link – enter URL yourself or search for correct URL (using search engine
like duckduckgo | bing | google….)

➢ search original Webpage for reverenced project (news)

➢ NEVER reply or call back – check for correct telephone number or on official
webpage for contact details
➢ if it is spam or phishing attack: answering e-mail = your e-mail is verified to belong to a 

human/is active→ your e-mail adress is now valuable and will be sold



You clicked on Link/document – what now?

➢ Don‘t panic – it happend

➢ Please: do not ignore

➢ Do not turn off system – disconnect at once (cable or WLAN)

➢ Call IT-Service Desk – or if dedicated contact like e-mail phone or
contact Information Security Officer office

➢ if it happens with your private E-Mail account:
➢ change credentials (from different system)
➢ use c‘t emergency toolkit or similar (get it bevor something happens to have

it available) to scan your system
➢ in case credit/debit cards: call 116 116



How to secure/check an E-Mail

➢ Browser (firefox and Chrome) and Thunderbird Add-On to recognize
Phishing E-Mails

➢ https://secuso.aifb.kit.edu/TORPEDO.php

https://secuso.aifb.kit.edu/TORPEDO.php


Fragen

Susan Roesner
it-sicherheit[@]uni-hildesheim.de


